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I The Markets We Serve

Telecom Operators

Communication Platform
as a Service (CPaaS)

Cybersecurity Vendors
& Large Enterprises
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Enea Portfolio

NT APPLICATIO
(s

GEME

L

FOYANNL R 7 AT NI
NS .

Y

/e ?wa\j .{,'\Y ’I\T —¥' = =3
NETWORK DATA LAYER -

o e / . W 74 (—_—
° Wﬁ’;’iﬁ/ T NS — =

S B
/‘
.

7
VRATER
.

.
g4

OPERATING

ENEA | CMD Portfolio Overview & Strategic Focus

UUNNENNANARNRRRRANRR

Public Information

SYSTEMS




Enea Portfolio & Markets We Serve
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Enea Portfolio & Business Focus Areas
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I Business Focus Areas

Networks

Security
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World Leader 1in Security for communications

GLOBAL MARKET PRESENCE INSIGHTS AT SCALE TRUSTED REFERENCE

Economist [T My Economist v
billi
Science &technology | Cyber security
30+ 2.4 on

. : : ) It is dangerously easy to hack the
Countries where Enea mobile subscribers and devices R
world’s phones

software is deployed protected worldwide ENEA

NEWS

Home | Israel-Gaza war | War in Ukraine | Climate | Video | World | UK | Business | Tech | Science

1 @ @ + 5 @ b i ]_ 1 i O n ?écurity bugs in global mobile

networks exposed

Networks using events/day processing identifying
our software threats & securingin real time - THE WALL STREET JOURNAL ,
Hackers Use Spyware to Track SIM
Cards
T 1 e P # 1 I n t e 1 mImEm SECURITY POLITICS GEAR MORE v
Three market segments: Global threat intelligence & SRR, e e
Operators, CPaaS, Cybersecurity vendors Al/ML augmented protection The Critical Hole at the Heart of Our Cell

Phone Networks

Reports show that hackers are taking advantage of problems with
ENEA

a backchannel in global telecommunications.
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World Class Security Portfolio
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* We protect people 's privacy * We stop attacks by foreign actors * Threat detection to security vendors

* Prevent location information leakage * Defense of national communications * Safeguard critical assets - Intrusion Protect

* Stop scams messages and fake calls * Protect the networks from operators * Secure & Encrypted loT communication
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Wozniak and Jobs
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From Inbound to Outbound Control

Inbound Control Outbound Control
&K‘
o]
Ei mwm
1 800 EE RN Home
CONTROL
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Security Flaws in Mobile Networks

“Surveillance companies can enter any phone
number and track the device associated with
it, whereveritisinthe world...

In contrast to spyware-based surveillance,
these services do not interact with the target’s
phone. Instead, they trick wireless carriers’
servers into revealing the information...

...hacking services exploit flaws in two
technologies, known as Diameter and
Signaling System 7 (SS7). These two
technologies are used by wireless carriers
around the world ”
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February 29, 2024

Wyden Urges Biden Administration to Grack Down
on Surveillance Companies and Shore up Security of
Wireless Networks

“Surveillance companies and their authoritarian foreign government customers have exploited
lax security in U.S. and foreign phone networks for at least a decade to track phones anywhere
in the world,” Wyden said in his letter addressed to President Biden. “Authoritarian governments
have abused these tools to track Americans in the United States and journalists and dissidents
abroad, threatening U.S. national security, freedom of the press, and international human

rights.”

Wyden detailed the vulnerability of wireless phone carriers: “These phone company hacking
services exploit flaws in two obscure technologies, known as Diameter and Signaling System 7
(SS7). These two technologies are used by wireless carriers around the world to deliver text
messages between phone companies, and for roaming by their customers traveling abroad.
For the last decade, cybersecurity researchers and investigative journalists have highlighted
how wireless carriers’ failure to secure their networks against rogue SS7 and Diameter
requests for customer data has been exploited by authoritarian governments to conduct

surveillance.”
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Security Flaws in Mobile Networks
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[ Why SS7 Attacks Are thg FING SS7 ISSUES

IR AR SRR, EFF to FCC: SS7 is Vulnerable, and
_ - Telecoms Must Acknowledge That 'S HACK WHATSAPP ACCOUNTS
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Network Attacks in U.S.
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| &) JOSEPH COX - MAY 16, 2024 AT 9:01 AM
S( - . .
e A CISA official breaks with the government narrative and tells the FCC that SS7
It’s unlikel 've heard of Signaling Syst SS _— .
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Market Outlook 2025

Market Drivers

1. Revenue assurance emerges as afocus area in Telco cybersecurity i.e. TM, FWs

2. Global regulation focus Voice Caller Line Identification Spoofing
3. Rich Communication Services (RCS) in messaging
4. Secure Access Service Edge drives DPI library capacity

5. Adoption of artificial intelligence in cybersecurity (Offensive & Defensive sides)

* Mobile Packet Core +2%Y/Y in2025"
* Telecom Security +8,4 % CAGR 2023-2028 2

* IT Security +10,8% CAGR 2023-2028 ?

") Dell Oro, Q2 2024

2) GlobalData, July 2024 report

3) Q2 2024 Dell’Oro, Mobile Core Network, excluding China
e Communication Providers (CPaaS) +14% CAGR 2023-2028 4) 4 Mobilesquared, CPaaS remains an under-utilised;

5 Gartner, Top Trends in Cybersecurity, 2024

* Secure Access ServiceEdge (SASE) +13% CAGR 2023-2028 3

18
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I Growth Strategy & Choices

Evolve

e Zero Trust Signaling Protection

* Unified Telecom and IT threat detection systems

* Al-based classification the blinding encryption (TLS 1.3/ECH)

Expand

* Multichannel messaging Al-based messaging defense

* Al-based anomality detection for Signaling threats hunting

* Cybersensor addressingthe MSSP & “Non-Code” market

Enhance
* \Voice Firewall CLI Spoofing, Wangiri, Robocalls

* Threat Detection with DPl visibility & metadata

* Qosmos Probe Cyberdefence and Governments
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ENEA

Don’t be Surprised.
Be Ready.

WWW.enea.com
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